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Why should you 
orient to risk?



The SEC oversee more than $100 
trillion in securities trading on U.S. 

equity markets annually



SEC Mission

•Protect investors


•Maintain fair, orderly, and efficient markets


• Facilitate capital formation



SEC EDGAR

• REST API


• Company Searches


• Recent filings


• Daily, Quarterly and Full Indexes


• XBRL
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Parsing 10-Ks is a PITA



Citigroup



[New] Cybersecurity  
Disclosure Rules



Trends
1.Ever-increasing share of economic activity 

is dependent on electronic systems mobile 
apps


2.Substantial rise in the prevalence of 
cybersecurity incidents


3.Costs and adverse consequences



10-K Item 1C

All registrants beginning fiscal 

years ending on or after 
December 15, 2023.


8-K Item 1.05

December 18, 2023 (Small 

Reporting Company start June 
15, 2024)


Inline XBRL tagging

10-K - Dec 15, 2024

8-K - Dec 18, 2024



Why Materiality



8-K Disclosures

• 11 new incidents since Dec 18


• Notable Incidents


• VF Corp - 35.5m records


• UnitedHealth Group - major impact


• Microsoft - threshold

https://www.board-cybersecurity.com/incidents/tracker/

https://www.board-cybersecurity.com/incidents/tracker/20231218-v-f-corp-cybersecurity-incident/
https://www.board-cybersecurity.com/incidents/tracker/20240222-unitedhealth-group-inc-cybersecurity-incident/
https://www.board-cybersecurity.com/incidents/tracker/20240119-microsoft-corp-cybersecurity-incident/
https://www.board-cybersecurity.com/incidents/tracker/


Incident Reports


• Comcast


• MongoDB


• Boeing


Quite useful for understanding what 
some companies don’t consider 
material.

Not Incidents?

https://www.board-cybersecurity.com/incidents/reports/

https://www.board-cybersecurity.com/incidents/reports/


8-K Observations



Analysis by Ezra Ortiz

https://www.linkedin.com/posts/activity-7171497770925649921-WFWw=member_desktop


Other Observations

• Considerable data if you 1) read closely and 2) follow over time. For 
example, tracking 5 different dates - Compromised, Detected, Disclosure, 
Contained, and Recovered


• Disclosures increasingly mentioning nation-state actors, e.g. UHG, 
Microsoft and HPE


• State Attorney General breach websites, e.g. Maine Attorney General - 
Data Breach Notifications are a trove of important data. Win for 
transparency. 

https://apps.web.maine.gov/online/aeviewer/ME/40/list.shtml
https://apps.web.maine.gov/online/aeviewer/ME/40/list.shtml


10-K Analysis



Data set

• Total 10-Ks: 2,359 (2,217 included)


• Skipped : 107 - low word count, 125 - no 
word count


• Word count percentiles 


• {“0th”:2,”
5th":34,"50th":773,"95th":1427,"100th":2
471}



Item 1C Word Count Histogram



Shortest 10-K

• 34 words


• Appreciate their honesty


• But what system did you use to submit the 10-K? Or email?


• Longest 10-K so far: Fannie Mae at 2,471 words.

https://www.board-cybersecurity.com/annual-reports/tracker/20240215-federal-national-mortgage-association-fannie-mae-cybersecurity-10k/


Live analysis

http://127.0.0.1:3000


Best Practices



Learn from public disclosures!



8-K Best Practices



1. Define materiality in advance
Include qualitative and quantitative factors



2. Don’t forget reasonably likely 
impact

This appear to be often overlooked



3. Post an amended 8/K when 
new information is available

Also subject to the “4 day” window



4. Include any system "owned 
or used by the registrant" 

Breaches or incidents in your supply chain, SaaS providers, etc. are 
squarely in scope



5. Identify core team in 
advance

Don’t scramble when a potential incident occurs with the aded legal and 
regulatory pressure of proper disclosure



6. Tabletop exercise
They are not just for IR teams!



7. Please use Item 1.05
RTFM



10-K Best Practices



1. Only state factual items!
Are you really fully compliant with NIST 800-53



2. Have a dedicated security 
executive

Otherwise security will be 2nd order focus



3. Risk Committee
Ideally have security report into a committee that specifically focuses on 

risk (they come in many names)



4. Board Cybersecurity Expert
While not an SEC requirement, having a Board Directory with cybersecurity experience 

will have a significant impact. Or technology/digital transformation at a minimum



5. Specific reporting frequency
Quarterly is best practice, biannually passable but annual or variations of 

“as needed”, “regularly”, etc. don’t appear sufficient 



6. Use a framework!
NIST Cybersecurity Framework (v2.0 is out!) is most referenced. If you do 
significant US Government work, consider NIST 800-53 (among others)



7. Enterprise Risk Management
Have an ERM program and tie cybersecurity into it as another risk



8. Don’t forget mobile risks :-)
70% of internet traffic is via mobile apps, driving significant revenue and 

customer stickiness with brands.
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